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5.1 fusdvsvesldruuasmhsnumeuentumsidnianiud Tnouvaenld foi
5.1.1 fauaszuudosimundviunglinuiiiansidn - een uazfmuntaeszeznaiidans
Tunsidh - senusaeiuldussuumallaBasaumaogadaian
5.1.2 Wwihiisnwanadasade (sUn) agdedlimihenunmeusnuieyanameuenuantng
flannsnszyfmuresyanaty 9 deudhiserasves . 1wy SrsUssdialszviy

Tuaugndud WJudu uduiindeyatnsluayaduiinviesvuunuansaume
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aglu sm. uazAuURIERAde (Visitor) NeueananNe1AIves s,

5.1.4  Wwhiidnwenadaeads (sUn) demmeaeuiinse gunsal wiouasnaeentiauatuiin
vioszuUaTAUIMAlIgNADs

fauaszuy Fesmuaumsidn - senfiuiidmfivioyaneuiianes (Data Storage Area) lallsfflaidiav3

Fdald TnefivuaiuiinsdsevauduasiuiinsisuviousznougUnaniansaune

(Unpack Area) routhudhitufidaiiudoyanoufiames (Data Storage Area) uazfosmuaunis

19 - een WenAnRBIMsIiNTeszuUasAUIMALas doyamsaumalaglilFiuayan TneUfR
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[ snadl 4 msusmsdanismsngau (Asset management)

wuULUR

1. wihianusuRaveusensndduasauna (Responsibility for assets)

o LY a U 6 U 4

1.1 W1vesoyanaziauaseuy feesauiudnvidyininddu/eideuninddu (Asset Inventory)

o
o ' ' ]

waznumungilounsndduegateslag 1 s wisdiednsildsunlasniivedany

12 ihwesdoyauazguaszuu fosszydrvemindaumsaumayninenis iitefuiinveugua
AnusiunsUaeaftansaumanaonisasotgmsiiany

13 Fesdeuauasiguaszuu foaFonAunindauasaumadioduanviondsuuanisinsnu

14 fldndedldvnindduasaumaves svlu. agnesednseds uarlfifloufofnuves . ity
suaesUfiRmungine suleu detady uasuloune 1o Tl

2. msPuunlszinnvamIngduansaume (Asset classification)

21 Wwestoyauaiauaszuy fessuunussamningaunudunoud svu. fvus wagnunau
mM3duundsnanegsasiiae

22 Wwosteyaussauaszuy dosdavintheTonindauasaume (Labeling) raau wiauadalsiil

1%
v v

WNINIUANITINYIANTUAUARAfuaTaumANaanAd oIt UUTHLANN NG A UAMTEIUTY

ANMUAUN SY. AUUA

¥

3. mMsIansaevulinUaya (Media Handling)

Y
¥

3.1 Wweadeya douaszuu wadldnudesmununisldnunasdmivdetuiinuuuoenvienonis

AULASDIABUNABSES (Removable media) AU SWL. AAUA

'
o =2 Y

32 1Wvesteya dauaseuy wavdldnudsvinatedeyaddglugunsalietuiinteya wiludeya

Y

mutuneun sy, Amun lagliaunsadaudeyanduinladnnouasmdngunsalfinanivie
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2) T Evuseunlidene

Wiy CD/DVD TiuaIeinseinaeLenans
W e unteunldemenseniaiy
g1infan 1) vihanedeyauusIsafanmusmg Il

DOD5220.22M Y83nsenTHNANanIzausnI
Fadunsdsuivdoyaiuaieseu
2) TEuviseunlvidene

33 Wiwesloya Hauaszuy waehlfon dedinstesiudetuiindeyanlddniudoyaansaume Tunsdl
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[ wanadl 10 Tassadrenisdom mswann warnsUngasnunsEuUaTaumne (System acquisition, development

and maintenance)

] wandl 11 ewdusiussunihssunisuen (Supplier Relationships)

wuULUR

1.

AUl esmunsliinsimuadennauazanusuilaveuiingesiuanudsuatiuag

i 1

Uaendvansaumaasludyaniugliusnisneuen laglinseurquaiuiaguinaiane

Y

ALasTUU fasdaviderinvualagseyfsnsmuauauiuaaenieiuasaumaidenrsasiuuleue

e>e

uazwNUFURM LA susUaen e saumAvesedng 1wy Aimsuuulasndslunsiannlusunsy
M1UL19 5511 OWASP (Open Web Application Security Project) Top 10 %13811015§11 CWE (Common
Weakness Enumeration) Top 25 vi3ounasgiufisenfuluanavdefvungendurflilunesdu
dgafilaunIssuinnudn

ALATEUU AB9lNITRRNKUUTEULLINBnT e udeyanvzTuliigueuniindu Jeyaniinainnis

ee

Uszaiana uazdeyafiogsenininisuseuiana WensiamuazUesiuanuligniesiiiiaduiuteoya

Y

Wi mheauddu (Buffer overflows) Msldduusiinuszinm uazssliunsnisdestunieniunu

ANUALMAITENININTUSEIEKE (Rollback)

e>2e

uasTUURBdinIAUANMITMarAuANNsdsuLUawToulussuumu dunaui Sy, Mrun

o—

WoAUANNANTENUNAAYY

auaszuudeiniinsasuwlasla 9 degenduisildau (Software Package) Ineiufisunuas

e>2e

EAsduwindy wazeauauyn o MIldsuwlaegiadunanudunoud s, fuue

]
Aaa

ALATEUUADIIAANTSWNRY Sourcecode Tidfislmaneg ntavawviny

el X

guaszuudesmiuaudeyaiiinanldlunisnaasuszuy (Test Data) ogramsnzan laglitoyadss
wnagey nsdldndudedddeyasiedetldsuaygndeyaanidvesioutianldnu uazhatedeya

UIUWALNTAUAUIUANDUN SNY. A1UUA
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LASEUUABINaNALISA AL iR AVENSURAAIUUSLUUASAUWANLIUSANS (Production)

e eXe
[

waszuusRsmiugualig Sudnsiinudygyvsedennasnisiuinisniseyld lnuaseunsgy

D e
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WALRBIUAINE Y1901 9@N AL
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n13AUANNTISINRssEUUmALUlaBaTTELmNA
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[iilemuaumisiindessuumaluladasaumadadnisfmunans fmnUssiamvestoya dadiu

[
= o A

ATINANATMT ORI UTUAINAUTDITRNA TEAUTUNISNRY LATAsle wagaaanisnisidnf Nl
Weauaukardaafunsidnda nsaed wagnisuilessuvansaunaves sy, lngldlasueaugyn

HiuRnvau
[T fquaszuu
[ émesteya
L] gl
3199911953
[Jyaiani 5 N3AIUANNTIIEN (Access control)
[l 8 anusunsUasadedmsunissniiusnu (Operations security)
[ sndt o mmﬁ"umﬂaaﬂﬁaﬁm%’umsé‘amﬁaa&a (Communications security)
WUV UR
1. msm‘uvﬂumiLﬁﬂﬁﬂisuumiaumﬂ (Access Control)
11 Wwesdeyauasiguaszuy deshufuimusavslunsdfessuuansauma (Authorization Matri)
fmnzanuazaonndestiuinfianusuiiavevvesildan uaznumuileiinsiasundas
1.2 @veeloyalazguaTeuy Adsuiuimuasedun1seylda (Authorization Level) n3tdndis
szuumnalulagansaumne
13 iwesdeyauaziguaszuu desialitinsuisusnuinfirnusuiaveu (Segregation of Duties)
Turmiszuumeluladansaumaseavngan 1wy fmsudsenmhiissrnemsudermna seasd
madfauarniseydAnisidnde 1Wudu
1.4 dumeuufiRdensdafudeya
Awesdeya fauaseuy uazdldeu dosujoR il
141 ulsssamdaya il
1) deyauazansaumadmivaivayumsdndulavesfuins Iiun Teuaansaumadil
anudfgdeiinusndusiuiidesinnueglnddaiiouszneunsindula
Weulgury AMvuauleung wagn1TNUHUYBIEUSINTIEAUE
2) deyauaransaumaaiua T nseans (Strategy Data) leun Teyauazansaumnaida
Amaiiteatiuayunsdndunumuiusiauazevsmanives . Wussqidmane

Tidayalneunsungsuusnisaieuen
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a

3) deyauavansaumaiiatuayunisufiAnulsydr (Operation Data) leiud foya
arfuagumaiheniluves s,
1.4.2 Iouvsszivanudrdyuesdoya sondu 3 svdu Ao
1) deyadifisziueudaunn mnuils deyadilddmivatiuayumsandslovessuims
2) Yoyaniiszsummdaunans vanefs deyafiltUFTRNUAIMENGLNY wNun NBY
viserhenegluasdng
3) douaiiilsziuniwddniios mneds deyaiindnnu/gninenelu s, awisa
whiesuiulavseansameunsla
143 a’fﬂLL‘U'@E%é’u%”’ummé’waﬁagamuﬁ . Amua
1.4.4 dautsszdutuniadiie

o
[

1) sgautudmiuduims iWdslanudnaniiuagasianlasuteuning

(% o [V

2) wautudwu U Uil Whilseyailes uleuvsnemugmnaviing

Qe

(%

3) s¥au

[V 7

wdmiudquaszuuvied nlaueunane danslunisuinsdnnisseuuuas

2

hilsteyanlasuneuninenugwantg

1.5 13190908 yaulazERaTEUUABIIUANA NI TRTEUUATSAUNA

[

1.6 gauaszuusesdniadesmunsiiifeszuumaluladansaumanuyaania fall

=l 1

1) 1389198 luvee sHL.

a 1

2) ATDV8AEUBN TN,

a 1

3) 1ATeYeBUNANlIY Wy seuuesednedeastoya GIN

k4

1.7 fguaszuudesiniugua Default Permission wedlna (File) wae Wawmes (Folden) Nasedulvidinas

!

$rfnavslunisidnds

18 Wiwesdoyauaziiguaszuy desinnsandorinunsine 4 fiflamsngmnedaiidestumsing
ausiunIUaenfasaumAves S Wy wesedR TorruANIINgUIe Tenvualudayay)
wazdormuamaiuanusiuasasadedu o sy Wedmuadvinmsiifansaumeauas

ruumAluladansaunaves sv.
1.9 W1veseyauaziauaszuy desnisasunudvsiunisidifessuumaluladansaumeogia

aweue nSeuvinfinaeudvslenuiudvsnligndewnudnslunmsdnds (Authorization Matrix)
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2. msuimsianmsmsiiniievesildany (User Access Management)

idnsmvaunsamegilougldan nsuImsdnnssiadiu nsusmsdamsansnisldnuseuy

wiAlulagansaumne wagn1snunIuansnsiiifsvesldanu

2.1 mamzdeugldau (User Registration)

22

2.1.1

2.1.2

AAuasTUURBIUIMIIANSHAzAIUANT BTNt (Username) Hlviiinsldemdaydive
AlFugiy il Tudmvesndnau/gnang s, Winvusdesldiu (Username) s
wnsgenvneddnvseting E-Mai) ldlussdns

WvesdeyadondudoyliinisadsUgddldnudingin (Temporary User) uagfios
invaansldauhisndu

MIUIMIIAN 53R UALF (User Password Management)

2.2.1

222
223
224

2.2.5

2.2.6
2.2.7

Anuaszuuimunsiaruves ldnuiuutinilaeldisnsdy uasdsdulrinsuaey
sz ullegldnunldaussuuluasusn

e>e

AuaTEUU fesnvunlidnisidnsadeyasiianulussuy
WASEUU AIdnlviEinnsAuRN sTias1UeE191dL4In

v

waszuUReadndeinBerldaiy (Username) Wagsviany (Password) wiglga1u

e el eX2¢
EAO B0

feAEnsiivaensty

HALATEUUABIAIUANALATEUUURURNT g1udaya LagssuuIuaIsaune

(Application) fidnutydldnuuaysiaruegatuna Taelsidrdddamesguaszuy

flFsuoyanmiiy

Q’@JLLaiz‘U‘Uéfaqﬁmum’i“ﬁ'mivﬁaﬂixmumigué’uﬁmuﬂsaﬁﬁ%mﬁamu

Alda Fodldsaruegnaiunsaonde fil

1) fsussiariufeseniegtios 8 udn Jalsznaudiy fdhus fuau warsnusy
e WU @-2) (09) (@, #, &, “, % =<,>,%,S,+, ) Judu

2) Smuastanuiidiesenisans uadosliidumiiamnsananilaie Wy ﬁwﬁ'agj
Tumaunynsy “qerty” “abede” “12305” Jo-uwana Judeulifin fioguielues
Insdnd 1Wuau

3) sedildnusianulnenssuunsdidaulnesmlud®@ laun nMsivuea “Remember
Password” {udu

a) deafvsiaiulifumiuduanizyana lidameligausunsu wasdldnu

¥

dodsiavisviminiludnvasDase Wy fuisiiudengldnueudu Wy

5) edlilivaddedldsnunarsiaiuimfuiuidu wihdadtedldauagléizums
oygnndwesderldnuyanatufinm

6) é’faqmé"EJuLLUmsﬁamwﬂuﬂizﬁi’ﬂaﬁiwﬁaanﬂ 6 \ou

7) Aesddsuilassanuiielinsuduiauansyuy viseasdednsiadudsilngynna

'
a

U
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23 MIUSMsIansans (Privilege Management)
23.1 ﬁﬁqﬁuﬁ’mméfaﬁﬁmu@lﬁﬁ%umauﬂﬁﬁ’ﬁﬁm%’umsawsLﬂau naifinnoudnd
AsiasuLlacdie LLaxnwsmumuﬁwésuawﬂ%muaEJ'NLﬁuawaé’ﬂwzﬁé’ﬂm
232 ﬁwmumawéﬁmmxauﬁwﬁ%’mummmmﬁﬂLﬂuLLazaamé’mﬁ’wﬁwﬁmm%fuﬁma‘u
wazdauUsedd (Log) msameileou MsLfinaeuans warn1sasuulasdnsves
Alda
233 Wuesdeyauasguassu dosdalifimsmuruuardifadvdlunslinussuunun
sudulumsldauwiiy
1) avdlunsairsdoya (Create)

avslumsoudeyavseisungtaya (READ)

anslumsuiulssteya (Modify / Update)
avislunsaudeya (Delete)

o

Avslun1sNoUNLNBANGIUNIALTIUNITUNY (Assign)

6) avslumsusesnnugniesesuiiuuasdeya (Approve/Authenticate)
7) hifave

¥ .

234 Wwesdeyauasauaszuusendufeudfinislidnsiiod i saumenioszuy

Y 9

waluladansaumela 9 egrafuarednualdnes

va Lo

235 Wweseyauazipuasyuy fesdrdnduugldarudiviimihdduglamstugldaul
Yieuiiganmuanumnza

23.6 Wwesayauagauaszuy Aesdinsvezian1sidnulussuumalulagansaumneaves
W, wivitheaumeueniidsnufiRmusuiu s,

237 \Wwesteyauasiguassuu Fesdalitinisnenneunieidsuntasdvdnisdndeiud
dleldunBon Wasuwamiiaiuinvey Wasuuwasmsiany sielifiai
udulunisldnuszuumalulagansaune

238 fauaszuy Aesauvsessiunsltnudvsvewldnununiussu (Default Usen) Tunsealii

D X

o

fiemusnduseddmudesmunsiariuegwiunsaonsy
2.4 mimumua‘m%msL%ﬁwm;ﬁﬁfj’mu (Review of User Access Rights)
241 Wweadeyauaziguastuu dosinsaeunudvsnisidndsvesildnussuuiie svi.
finswasuwasruumelulafasaunanielasaieing
242 fouaszuu dedimsaouvunarssiumslianty@dldmuilaiifdmaiu 180 Yu mn
AldnudesmInduinldnuaieaduduinuli dm. nou il svovnanilailglden
maﬂﬁ’zy%r;ﬁ%muaw%ﬁuagﬁuLwiaziswmiaumm

Y
3. msdesiugunsaliliiifgua uazmsaugunshiisdunindasaumadAglilunnlivasnsde
¢l
#

3.1 msdesiugUnsalilaifigaua (Unattended User Equipment)
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v

Aauaszuusesdalriuinsmsdmiulesiuszuunauiiames szuuLASevIudedns
Toya uazszuumaluladansauma lagn1sivuna1vesszuy (Configuration) 11l
msdennthasdviugunsaifilsifviinaugua viedengunsalegiane
Aldnuuagniigauniguen FosdenuivessluiRilelifnsldnussuumnalulad
ANSAUVATEY S, MusTEzaditviun Tnefasiniminee (Screen Saver) Saluid
v mnildifinslnueenfiomesDusseznanunii 15 Wil A [dmuagsnunguen
ﬁ]ﬂ%wum'aié’l,ﬁaﬁmﬂeisﬁar;huﬁgﬂé’m

A l¥usiag Log Out sonmnesnauiunesdlefirusiufemsiuniemouiinmes
flnudostestulailyifduldaunsal wu ndesddvia edosdiuonans iniesauny

wnansinglilasuayge

3.2 nsmuANAunIndasaumALarn1sitnusTUUADLILMes (Clear Desk and Clear Screen

Control)

321
3.2.2

323
324
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sudapirimuslvilySuleeulungussaUN A msSu - duvind viveasmenes - sen

€
e

o

eXle
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IURBIBBNINNTEUUABNALADS (Log out) v1uil iedndudesuapenialagladl

=
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=
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Aldnudesdniutoyadifguendamn uazlesiulifinnulasnivogaineiios
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Alfnudenienalseenaniasesfiuiviufiniiuiauese

M3AIUANNITIIIRNATENY (Network Access Control)

idnsmuaunisidauuinisiesetne msatupumsitgaddmnudmsugldaunegneuen sul.

mMsAuANNsigalimugunsaluwaIatie nslestunesn (Port) NlddwiunmiaaeuuazUuuss

JLUU MU LENLASaY1e (Segregation in networks) dE1WINEaY N13AUANNIIBUFDMNLATEUY

LAZNIIATUANNTSAVILALEUN N UATEYY

4.1 mskauusnsseany (Use of Network Services)

411

41.2

413

414

4.15

HauaszuufesmuunsEuns wNLRsszUUIAT 0T edeansdoya (Network Diagram)
sufidlaseaine IP Address Fo5zuu uazdogunsaiansaumaungililiiueyanvie
IBNUANYUDN

fauasruudesmuaunsldauszuuai e sdeansdoya itedesfunsiinfsszuy
wevnsdeensieyauazuimsvesszuuieviedeansieyalaelilizuounn
Hauaszuudiesmuaumsidensainietnameuen tislteudumesidn deenadudesms
Timisauneueniddsasaumasossuuinaluladansaunaves sy, lnedilasy
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A lfnunsaLdinuUszasdlunmsveldnuuinsieIetieun dvm. uaganunsalduinig
wsevnglivdmniasunseusiiann s, uan
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msaunuedlwivesssuulnedilasuen
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miﬁqf\]ﬁﬁmumm;ﬂ%mﬁagjmauaﬂ sy, (User Authentication for External Connections)
Houaszuuneai mualAiinsigatfnus1usEUY Active Directory 984 S1al. neuayynli
Nédufegmeuon s, hldnueietsuazszuuasaumavos s,
ms'ﬁqaﬂﬁmuﬁuaqqUnsmﬂuszumﬂ%ﬂwﬁamﬁayja (Equipment Identification in Networks)
Hauaszuudiosimuslitimsfigaddmumesgunsailussuuiei st edemsieya euA msmsaaeu
MAC Address

mstestunesailddmiunTiaaounarUsuusaszuy (Remote Diagnostic and Confisuration
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auaszuUAptsziuuinIsuaznedn (Port) Mlifanudnludedlduuinsesnauiiunesvse

eXe
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1.6.2 fguaszutaziiuadunsuuedeveiiduan edrdansididsseglnaluiany
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—
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eXe
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SEUUYIEL

M3AUANMSIeNAeNaATeT18 (Network Connection Control)

471 fauasruudesiriansliouedetneveslieulumadenderiunieteves . 1wy
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1) msdesfunisasiasainneuen desgaivuslildidumsitinu First Tier Firewall
fifinnuifunsasefiiietasfunindauasaunaves sviu. uarlasiadisfiugu
fnnuddanmaddsilildsueygn

2) Firewall Fosszyfmuasiigaisnuvesilinuroufiosliavinmadrfdumesiva
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[snail 9 anusiunsuaensvdmiunisieastous (Communications security)
wuUZUR
1. fosdutiynn dosmuauliiimsiaiiulous wardunounsufshiftetdestudeynasaumaiia
nsdoans sifeuanidsurinuszuuasaumalfnyaunusefuduanududoyaasauma
pduneudl sul. fmun
2. fsutyn wasiuesdeya desmunulitimsinidennadumsuanivdsudeyaasauinea
LUINBIANIAUYARAVTBMIBIIUNIBUBN
3. fouaszuu desiinslestudeyamsaumadisinnsdeansiusiuteyadidnnsednd (Electronic
messaging) 1 anvNnedLlannseiing (E-mail) 50 Instant messaging $2835N1TMA3ONINTNNT
fnzay
4. fouaszuu destlestutoyaasaumaiifimsuandeulunmsimideddidnnsetind (Electronic
commerce) Kupietienouimesassae Wellvlinisdelne azdedya wiedns$ilua
setoyaansaumagnuilulaedilaiusygyn
5. fauatruy Aesestuieyamsaumeiiiinisdeans siouandeulumevigsnssmmseeula Online
transaction) WeRlviins3udstonadilianysal defeyaluiion msvalvavestoya doyagnudly
Wasuutas gyl videgnasdrlaeiildtueyan
6. fpuaszuu Fesmuaumssudsoyaasaumaiiotosiunrufinnan il
6.1  mnuliauysaivestoyaansaumaiisu-ds
62 MsdideyaansaumnalngavIngUaen
63  mIwdsuulasdeyaansaumelagliilduoun e
6.4  msWametoyaasaumelnglilasueuga
65 msdilayamsaumealaglilasuaugyn
6.6  mstteyaasaumandualdlndlaeldlasuounyn
7. Whvesdeya uazdquaszuu desiinislesiudoyaarsaumaiiinsmeunidoaisisay

flvsinsunludsuudadiaedlasueuga Wednwanugnasiasuiiuvesdayaansaumna
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[ vanaii 6 nsiinsviateya (Cryptography)
wuULUR
1. wesdeyn deadhavia wiensldasiarudeyadidnnseiindvesssdnsmuseduduamuduiio

Hostullifidvidn mussdeuhiomssnwamudutemassnis ne. 2564 wasmuduneudi

3L, ANRUA

2. Wrereya Hauaseuu wae nuiesUf UAmuseleuiviensinnanasuresesums we. 2544

U

Tumsihmadhsfauldiuteyafidurnuduazdeddisnsdsia (Encryption) Miluinasguana

o/

3. Hauaszuu feddismadievia Encryption) luinssgiuaina vandesnsldgiuuunisidnsia
NiuIues Welviulainduneuds (Algorithm) Aldlunisnsiatuiinnuiunsaondy Al
Usznnneyua / 38n1sidnsie LNEUTIYUAN ANLINEYUA (REiNTiDn)
NEYHILUUANLINT AES 128 bits
NEYHALUUBALNINT RSA 1024 bits
N13 Hashing SHA-256 256 bits
4. AQuaTEUU ABdimMIMUMUTURels (Algorithm) wazauenivesnauaniinsiaes wileeUay 1 a3
Welvigaanunsasnwlizenuiiunsuaende
5. dAuwasEuy desmvualudinisuImsdnnsnauanldlunmsisa qsil

1 msasunguasiaasnsziluaaunfiuinsnisdesiuanudaensiy
2 deimsadengyuasiafiilunauadu (Private Key) masdswauliiuidvesngualagnss

9

5.
5.

IneAsn1snvasnsie
53 msdalrimsiiutuiin Log liiensnsiageudmsunanssusng o Mfeadeaiunisinnig
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6.1

6.2

6.3

< Y

Aunguasaluanudiiivasnde wu disfe wiedetuiinfivasads uazliflasauisn
wnaalel

slesinssunamuaansisais (Public Key) 1ld Aewldnuardesiigaininugniosasnaua
a151300e legaeuanuiugdesansivasuiugunulunisiusesmnugnaeaveangyua
a151380ug (Certificate Authority) Adotoldwiiiu

muaunsldnuuazdaiungualiidenadosiunisinwanududeyanuil sy, fnun



